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TAP POAN PAU TU HOANG GIA VIET NAM

PAO TAO NOI BO

PHONG CONG NGHE THONG TIN
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Tai nguyén CNTT

An toan thong tin

Cam két bao mat
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Vai tro — Chirc nang — Ton chi hoat dong

Vai tro
—

Phong Cong nghé Thong tin (CNTT) la bd phan nong c6t

trong viéc dam bdo ha tang ky thuat s6, trién khai phan

mém va bao vé an toan dit liéu cho toan bd hé théng

Tap doan Hoang Gia.

- Quan ly, trién khai va van hanh ha tdng CNTT

‘ ‘/” - HO tro ky thuat cho nhan vién va céc phong ban.

- Trién khai, dao tao va bao tri cdc phan mém ndi bo.

Dam bao an toan thong tin, dit liéu.

- Ton chi hoat dong

G Phuc vu nhanh chéng — Hwéng dan tan tinh — Bdo mat

nghiém ngat — Dong hanh bén virng.
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CO CAU TO CHU'C )

BLD

Co van
Trinh Quang Vinh

Phan mém, Wng dung, Web, Mail Bao mit, an toan thong tin Quan ly, trién khai hé thong Quan ly Dy an CNTT Véan hanh CNTT du an

Hoang Qudc Duy Théan Trong Duong V6 Hitu Phuéc Nguyén Hoang Linh LA: Nguyén Thién Man

Nguyén Dtc Duy

Phan mém, Ging dung Bao mat hé thong
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1. Thiét bi lam viéc

» Nguoi dung duoc cap 1 may tinh cad nhan/ laptop phu hop véi vi tri lam viéc.
> Tai khoan dang nhap duoc dinh dang dua tén ho tén (VD: Nguyén Van An):
v'Username: ANNV
v'Password: 123456789 (Yéu cdu déi mét khdu ngay khi dédng nhép lén déu)
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2. Phan mem lam viéc
a. May tinh dugc cai san cdc phan mém ho tro cong viéc nhu : Office, viber... Khi can
cai dat thém vui long lién hé phong CNTT.
b. Phan mém Bravo (Dung cho ca PC va Mobile): phan mém ERP dung cho cac chirc
nang: nghi phép, cong tac, book phong hop, dat xe cong tac...

v'Username: ANNV_HRM

v'Password: Trong hodc 123456 (Yéu cdu déi mdt khdu ngay khi dédng nhép lén

ddu)
v'Pbi v&i mobile can quét m3 QR dé dang nhap.
v'Chon dung don vi cong ty quan ly

Note: DOi v&i module ké todn — May méc thiét bi dung mot user dinh dang ANNV

Ching tif can duyét

Chuc ming sinh nhat

Nguyén Thi Ngoc
Loan (11/04)

@

Téng quan

®

Trinh Thi Ban Th
(11/04)




2. Phan mém lam viéc: Bravo mobile

o N

Cac tinh nang trén phan mém Bravo ma nhan su can phai biét:

11:13 11:13 HHRC 66 11:13 11:08

BRAVO < Quay lai Thiét lap Chap nhan BRAVO Q BRAVO Q

Chdc ming sinh nhat

TAI KHOAN —
| |
Default C@ @ (22/04)

Gidi thiéu http://118.69.215.99:55882 Duyét chiing tif

Thiét Iap

: Thém tai khoan
ﬁ bang xuat " = .
Ké hoach cong tac

' : CHUGONG TRINH
CXD Dbéi mat khau S
' NG6 i Eg [EJ L Don xin nghi phép
gon ng 1eng vie ) )
Phiéu Y/C cap phat Bdo cdo cong viéc

Crash Report VPP - PP

St dung giao dién ' P& xuét bd sung céng

il Ping ky stf dung phong hop
Giao dién sang
Giao dién t6i

Bang cham cdng

Thiét |ap lai toan bo > P
cLi - Phiéu lucng ca nhan

Thong tin nhan su

Trang thai don tu

& < b

Thiét lap Thiét 1ap Coéng viéc Ca nhan
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2. Phan mém lam viéc: Bravo PC

Mot sO chirc nang trén phan mém Bravo PC — Quy trinh duyét chirng tir theo cap.

rRAVDERF'VN

‘Dahséchobnglnéc 0

| Duyét ch(rng tir
Lich ngay

K& hoach céng tic
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2. Phan mem lam viéec: Outlook
> SU dung phan mém Outlook dé duyét email
» Chit ky dwoc cap tir phong CNTT

Inbox - duyhg@royalgroupwn - Outlook

EIE =

File Home Send [/ Receive Folder View Help Q Tell me what you want to do

[ | [lgnore x D o & . 2 Meeting | | pHAN MEM E3 To Manager ¥ [l & P | |Search People
BT [ 5 7 e = (=1

_ LM = =1 Team Email v Done : [ ! Address Book _
Mew  Mew Delete Archive | Reply Reply Forward Move Rules OneMote | Unread/ Categorize Follow Read Send/Receive

2 o - (2 teply &t Delete # Create New i il -
Email ltems~ | & Junk- Al EfMore € Reply & Delete £ Create New S Read - Up- | Y FilterEmai Aloud | Al Folders

Clean Up -

Mew Delete Respond Quick Steps IWove Tags Find Speech Send/Receive

4 Favorites <

{0

Untitled - Message (HTML)
Inbox 7

Sent ltems File Message Insert Options Format Text Review Help Q Tell me what you want to do

Deleted Items D X4 C . . : = UU 1] B [* Fallow Up ~
m E - T

: !' High Importance
Address Check | Attach Attach Signature

4 duyhq@royalgroup.vn ¥ Format Painter . Book Names | Filew lfem~+ = ¥ Low Importance
— Clipboard ¥ Mames Include Tags
Drafts
Sent ltems
Deleted Iterns
Junk Ernail
Outbox
PHAMN MEM
RS5 Feeds
Search Folders

ofoch
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2. Phan mém lam viéc: PM dac thu bo phan
- Cac phan mém chuyén nganh dung cho tirng phong ban dac thu nhu:
v Misa: Ké toan
v’ Golfsoft: Phan mém quan ly san Golf
v Smile: Phan mém quan ly khach san...
v’ Cac phan mém thiét ké...
- Email: Yéu cau cai dat outlook dé s&r dung email. Chir ky email lién hé P. CNTT dé duoc cap.
T BN
< M—,“ E HUMAN RESOURCE

<

Main Menu

ﬂ?r;‘x endance Recor«




3. Mang noi bo
» Wifi NOi bo (Khéng chia sé): ROYALGROUP - royal9999

» Wifi khach : ROYALGROUP_GUEST - royalgroup.vn

> Khi can truy xuat dit liéu dung chung ctia phong ban => Lién hé quan ly truc ti€p dé xin duoc cap

quyén theo file “Access right”.




4. Yeu cau ho tro khi gap sw co
Khi g3p su c6 can ho tro: Gi thong tin 1én nhém chung “CNTT — Tén phong ban”. Kém theo

thong tin Ultraview khi can ho tro online.

Note: Nhd kiém trd cdc 16i co bdn nhw ngudn dién,

mdy dé mé chuwa trude khi théng bdo [0i.
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1. Quan ly tai khoan va mat khau

> MOi nhan vién s& cd mot tai khodn ding nhap riéng — khong dung chung.

> Mat khau phai di manh (Chir hoa, chir thudng, s6, ky tu dac biét) VD: Abc@#123456

» Thay d6i mat khau dinh ky.

> Cam chia sé mat khau dwéi moi hinh thirc.




2. Chinh sach truy cap dir liéu

> Yéu cau quyén truy cap theo nguyén tac

toi thiéu. Modify: M

Read and Execute: R

Access Right IT

> Quyén truy cap sé duwoc phong CNTT
thuc hién theo file Access Right.
» M: Modify / R: Read

» Khong tu y sao chép hoac gi di¥ liéu noi

bO ra ngoai



3. An toan Mail

l ! - Tuyét doi khdng mo tap tin dinh kém hoac nhap vao link cia email la.
- Dung phan mém diét virus dé quét email tu dong.
- Ludn kiém tra ky dia chi email gtri tdi.

- Néu cd nghi ngo hay lién hé phong CNTT trudc khi thuc hién thao téz‘




An toan hé thong va thiét bi

Cap nhat hé diéu hanh khi cé
thong bao ban cap nhat mai.

Tuyét doi khdng tu y cai dat phan N TR .
mém Ién may tinh cla cong ty. =D L e l

ﬂ" / i : ?/w

DISASTER
Néu can cai dat phan mém thi lién ol S "‘RECO\IE RY

hé phong CNTT dé duoc ho tro |
- 8 llll ("5\_ i

Khdng gan 6 cirng di dong

hoac USB khoéng rd nguén goc



va internet

"| Khéng chia sé mat khau wifi ndi bd vdi nguoi khac (d6i tac,

khach hang...)

3 ' Khong truy cap web den, web gia mao

' Khéng s&r dung mang cdng cong dé lam viéc néu khdng cd VPN.
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6. Lwu trir di¥ lieu

- Lwu trir di¥ liéu lam viéc trén hé thong File Server/ SharePoint.
- Khong lwu dir lieu quan trong vao USB ca nhan hoac may tinh ca nhan.

- Bdo phong CNTT ngay sau khi mat dit liéu, thiét bi hoac tai khoan.




7. Nhan thue ca nhan

Ludn can trong vdi cac thao tac so

Khéng vo tinh trd thanh mat xich yéu

khi€n ca hé thong cong ty bi tan cong.

YAL GRO

e
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LIEN HE



Zalo: CNTT —

Tén phong ban

Lien hé cac phong ban

&

Viber: CNTT -
Tén phong Droyalgroup.vn
ban

&

Support.
royalgroup.vn

Ho tro’ tir xa: St dung Ultra View/ Anydesk
Thoi gian ho tro: Gicr hanh chinh tir thir 2 dén sdng the 7

Appsheet :

Royal IT
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CAM KET SU’ DUNG
TAI NGUYEN CNTT




Cam két str dung CNTT

Nhan su cam két s&r dung tai nguyén CNTT dung
muc dich, tuadn thd quy dinh bao mat va phoi hop
ch3t ché v&i bo phan CNTT khi cé yéu cau ho tro
hodc kiém tra hé thong.
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THANK YOU —gy
N
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